MODULE V

| nter networking:
Concepts, Addressing, Architecture,
Protocols, Datagram Processing,
Transport-Layer Protocols, And
End-To-End Services
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Topics

e |nternet concept and architecture

e |nternet addressing

e [nternet Protocol packets (datagrams)
e Datagram forwarding

e Address resolution

e Error reporting mechanism

e Configuration

e Network address trandation
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Topics
(continued)

e Transport layer protocol characteristics and techniques
e Message transport with the User Datagram Protocol (UDP)

e Stream transport with the Transmission Control Protocol
(TCP)

e Routing algorithms and protocols

e [nternet multicast and multicast routing
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Internet Concept
And Internet Architecture



What Is The Internet?

e Usarsseeit as services and applications
— Web and e-commerce
— Emall, texting, instant messenger
— Socia networking and blogs
— Music and video download (and upload)
— Voice and video teleconferencing
e Networking professionals see it as infrastructure
— Platform on which above services run

— Grows rapidly
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Growth Of The Internet
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e Plot shows number of computers on the Internet each year
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Growth Of The Internet (log scale)
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e Plot shows number of computers on the Internet each year
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Actual Size Of The Internet

e Previous plots are somewhat misleading
— Derived by walking the Domain Name System
— Only report hosts with IP addresses
e Since around 2000, many Internet devices
— Do not have afixed IP address
— Connect behind a NAT box (e.g., wireless router)

o Actua sizeis difficult to measure
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Internet Architecture And Design

e |f one wereto design a global communication system from
scratch

— How should it be organized?
— Which technology or technologies should be used?
e The challenges
— Which applications should it support?
— Which network technologies should it use
*  PANs/LANs/MANs/WANS
*  Wired/wireless
*  Terrestrial / satellite
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Internet Architecture And Design
(continued)

e Key principles

— Internet Is designed to accommodate extant services plus
new services that will be invented

— Internet is designed to accommodate any network
technology, allowing each technology to be used where

appropriate
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Internet Philosophy

e |[nfrastructure
— Provides a packet communication service

— Treats al attached endpoints as equal (any endpoint can
send a packet to any other endpoint)

— Does not restrict or dictate packet contents

— Does not restrict or dictate underlying network
technologies

e Attached endpoints

— Run applications that use the network to communicate
with applications on other endpoints

— Control all content and provide all services
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Advantages Of The Internet Philosophy

e Accommodates heterogeneous underlying networks
e Accommodates arbitrary applications and services

e Separates communication from services
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| nter net

e [ollows a network of networks approach
e Allows arbitrary networks to be included
e Uses P routers to interconnect individual networks

e Permits each router to connect two or more networks

networks

A

A

routers
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Internet Architecture: Logical View

]

host
computers

e Computers attached to Internet known as host computers

e To ahost, Internet appears to be one giant network
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Internet Architecture: Physical View
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e Network of heterogeneous networks connected by routers

e Each host attaches to a network
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Before We Discuss
Internet Addressing



The Situation

e |nternet addressing is defined by the Internet Protocol (1P)
e |Pischanging
— Current version is 4 (1Pv4)

— New version is 6 (IPvo6)
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History Of The Internet Protocol

e |P separated from TCP in 1978

e Version 1-3 discarded quickly; version 4 was the first
version used by researchers

e By early 1990s, a movement started that clamored for a new
version of |P because the 32-bit address space would run out
(11 won”

e |n 1993, the IETF received proposals, and formed a working
group to find a compromise

e By 1995, a new version had been proposed and documents
written
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Background Of The New Version Of |P

e Various groups offered opinions about the features

Cable companies wanted support for broadcast delivery

Telephone companies argued that everyone would soon
be using a connection-oriented network technology
(ATM)

Severa groups wanted mobility
The military pushed for better security

e A compromise was reached: |IP version 6 includes all the
above
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The Uphill Battle To Change IPv4

e |Pisdifficult to change because
— |Plies at the heart of the Internet protocols

— Version 4 of |P has a proven track record

The success of the current version of IP Is incredible — the
protocol has accommodated changes in hardware technologies,
heterogeneous networks, and extremely large scale.
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e |Pliesin the middle — changing it means changing all
hosts and routers in the Internet
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Our Approach

e In the current Internet, both IPv4 and IPv6 are relevant and
Important

e Throughout the course, we will

— Discuss general concepts

— See how IPv4 and IPv6 implement the concepts

22 Spring, 2014

Copyright 0 2014. All rights reserved.

Computer Networks and Internets -- Module 5



Internet Addressing



Addressing In The Internet

e (Can we use MAC addresses across an internet?
e NoO: heterogeneity means
— Multiple types of MAC addresses

— MAC address meaningful on one network not
meaningful on another

o Solution

— Create new addressing scheme that is independent of
MAC addresses
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The Two Forms Of Addresses

e |dentity
— Unigque number assigned to each endpoint
— Analogous to Ethernet address
e Locator
— Endpoint address encodes |location information, such as
*  (Geographic location
* Location relative to a service provider

*  Computer on a given physical network
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Two Principles To Keep In Mind

Both identify and locator forms have advantages In
some situations:; no form is best in all cases

Addressing Is inherently linked to routing; the
choice of an addressing scheme affects the cost of
computing and maintaining routes
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The IPv4 Addressing Scheme

e Unique number is assigned to each Internet host
e 32-bit binary value known as |Pv4 address
e Virtual address, not derived from MAC address
e Divided into two parts
— Prefix identifies physical network (locator)
— Suffix identifies a host on the network (identity)
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Dotted Decimal Notation (I Pv4)

Convenient for humans

Divides IPv4 address into octets of eight bits each

Represents each octet in decimal separated by dots

Examples

32-bit Binary Number

Equivalent Dotted Decimal

10000001 00110100 00000110 00000000 129.52.6.0
11000000 00000101 00110000 00000011 192 .5.48.3
00001010 00000010 00000000 00100101 10.2.0.37
10000000 00001010 00000010 00000011 128.10.2.3
10000000 10000000 11111111 00000000 128 .128.255.0
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Division Between Prefix And Suffix

e Origina scheme (classful addressing)
— Each address divided on octet (8-bit) boundary
— Division could be computed from the address
e Current scheme (classless addressing)
— Forma name Classless Inter-Domain Routing (CIDR)
— Division permitted at arbitrary bit position

— Boundary must be specified external to the address
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Classful Addressing

e Now historic

e Explans IPv4 multicast range

Bts —— 012314

Class A

Class B

Class C

Class D

Class E

8 16 24 31
0 prefix suffix
1 prefix suffix
1 prefix suffix
1 0 multicast address
1 1 reserved (not assigned)
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Address M ask

e Required with classless addressing
e Associated with a network

e Specifies division of addresses into network prefix and host
suffix for that network

e 32-bit binary value
— 1-bits correspond to prefix
— O-bits correspond to suffix
e Example mask that specifies six bits of prefix

11111100 00000000 00000000 (00000000
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CIDR Notation

e Used by humans to enter address mask
e Avoids dotted decimal errors

e [ollows address with slash and integer X, where X is the
number of prefix bits

e Example
— In dotted decimal, a 26-hit mask Is

255.255.255.192
— CIDR merely writes

/26
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Table Of CIDR And Dotted Decimal Equivalences

Length (CIDR) Address Mask Notes

/0 0 0 0 0 All Os (equivalent to no mask)
/1 128 0 0 0

/2 192 0 0 0

/3 224 0 0 0

/4 240 0 0 0

/5 248 0 0 0

/6 252 0 0 0

/7 254 0 0 0

/8 255 . 0 0 0 1-octet boundary

/9 255 . 128 0 0

/10 255 . 192 0 0

/11 255 . 224 0 0

/12 255 . 240 0 0

/13 255 . 248 0 0

/14 255 . 252 0 0

/15 255 . 254 0 0

/16 255 . 255 0 0 2-octet boundary
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Table Of CIDR And Dotted Decimal Equivalences

Length (CIDR) Address Mask Notes
/17 255 . 255 . 128 0
/18 255 . 255 . 192 0
/19 255 . 255 . 224 0
/20 255 . 255 . 240 0
/21 255 . 255 . 248 0
/22 255 . 255 . 252 0
/23 255 . 255 . 254 0
/24 255 . 265 . 255 . 0 3-octet boundary
/25 255 . 255 . 255 . 128
/26 255 . 255 . 255 . 192
127 255 . 255 . 255 . 224
/28 255 . 255 . 255 . 240
/29 255 . 255 . 255 . 248
/30 255 . 255 . 255 . 252
/31 255 . 255 . 255 . 254
/32 255 . 255 . 255 . 255 All 1s (host specific mask)
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Why CIDR |s Useful

e |SPsassign IP addresses

e Corporate customer with N computers needs N addresses

e CIDR permits ISP to round to nearest power of two

e Example

Assume ISP owns address block 128.211.0.0/ 16
Customer has 12 computers

|SP assigns 4 bits of suffix to customer

Mask used is /28

Example: customer is assigned 128.211.0.16/ 28

Each computer at customer site has unique final 4 bits
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Example Of A /28 Address Block

0 Network Prefix 128.211.0.16 /28 28 31

1000000051101001100000000500010000

0 Address Mask 255.255.255.240 28 31

0 Lowest Host Address 128.211.0.17 28 31

1000000051101001100000000500010001

0 Highest Host Address 128.211.0.30 28 31

10 0 00000110 1001 1:00 0 O0O0O0TO0TUO0O0O0O0 1|12 1 1 0
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e Some address forms are reserved

Special | Pv4 Addresses

Prefix Suffix Type Of Address Purpose

all-Os all-Os | this computer used during bootstrap
network | all-Os | network identifies a network
network | all-1s | directed broadcast | broadcast on specified net
all-1s all-1s | limited broadcast broadcast on local net
127/8 any loopback testing

e |oopback address (127.0.0.1) used for testing

— Packets never leave the local host

o Addresses 240.0.0.0/8 and above are multicast
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Host Address Count

e [or agiven network prefix, the all-Os and all-1s suffixes
have special meaning

e Consequence: If asuffix has N hits, 2N— 2 hosts can be
present
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|P Addressing Principle

An |P address does not identify a specific computer. Instead,

each IP address identifies a connection between a computer and
a network.

e (Conseguence

A router or a host with multiple network connections must be
assigned one |P address for each connection.

Note: host with multiple network connectionsis called a
multi-homed host
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|llustration Of IPv4 Address Assignment

Wired Ethernet 131.108.0.0/16

router 1

W
131.108.99.5 / \ 223.240.129.2

Wi-Fi Net

223.240.129.0/24

223.240.129.17
\

ﬁ router 2
78.0.017 —

WAN 78.0.0.0/8

e Each network assigned a unique prefix

e Each host on a network assigned a unique suffix
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| Pv6 Host Addr esses

e LikelPv4
— Binary value
— Divided into locator prefix and unique ID suffix
— ldentifies a connection to a network
e UnlikeIPv4
— 128 hits long
— Suffix can be derived from MAC address
— 3-level address hierarchy
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The IPv6 3-Level Hierarchy

K bits —M = |<=— 64—K bits —= 64 hits =

GLOBAL PREFIX SUBNET INTERFACE (COMPUTER)

e Prefix size chosen by ISP

e Subnet area allows organization to have multiple networks
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|Pv6 Address Types

Type Purpose

unicast The address corresponds to a single computer. A
datagram sent to the address is routed along a
shortest path to the computer.

multicast | The address corresponds to a set of computers, and
membership in the set can change at any time. IPv6
delivers one copy of the datagram to each member of
the set.

anycast The address corresponds to a set of computers that
share a common prefix. A datagram sent to the
address is delivered to exactly one of the computers
(e.g., the computer closest to the sender).
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Colon Hex Notation

e Syntactic form used by humans to enter addresses
e Replacement for |Pv4’s dotted decimal

e EXpresses groups of 16 bits in hexadecimal separated by
colons

e Example:

105. 220. 136. 100. 255. 255. 255. 255. 0. 0. 18.
128. 140. 10. 255. 255

becomes

69DC: 8864: FFFF: FFFF: 0: 1280: 8COA: FFFF
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Colon Compression

e Many IPv6 addresses contain long strings of zeroes
e Successive zeros can be replaced by two colons

e Example
FFOC: 0: 0: 0: 0: 0: 0: B1
can be written:

FFOC: : Bl
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Two Major Reasons To Adopt IPv6

e More addresses
— Eventually, IPv4 addresses will be depleted
— |Pv6 provides more addresses than we will ever need
340,282, 366, 920,938,463, 463,374,607,431, 768,211,456

— 10°% addresses per square meter of the Earth’s surface!

e Hype and excitement

— Researchers view |Pv6 as an opportunity to be part of
the action

— Industries view |Pv6 as an opportunity for revenue
enhancement
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Internet Protocol Packets
(IP datagrams)



| nter net Packets

Because it includes incompatible networks, the Internet cannot
adopt a particular hardware packet format. To accommodate
heterogeneity, the Internet Protocol defines a hardware-
Independent packet format.
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| P Datagram

e Virtual packet format used in the Internet

e Same genera layout as a network frame

Header Data Area (known as a payload area)

e [ormat of header determined by protocol version (IPv4 or
| PV6)

e Size of payload determined by application
— Maximum payload is amost 64K octets
— Typical datagram size is 1500 octets
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| Pv4 Datagram Header

e Most header fields have fixed size and position

e Header specifies source, destination, and content type

0 4 8 16 19 24 31
VERS H. LEN SERVICE TYPE TOTAL LENGTH
IDENTIFICATION FLAGS FRAGMENT OFFSET
TIME TO LIVE TYPE HEADER CHECKSUM
SOURCE IP ADDRESS
DESTINATION IP ADDRESS
IP OPTIONS (MAY BE OMITTED) PADDING
BEGINNING OF PAYLOAD (DATA BEING SENT)
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A Few Detalls

e SOURCE IP ADDRESSfield gives the I1Pv4 address of the
original source

e DESTINATION IP ADDRESSfield gives the IPv4 address of
the ultimate destination

e [ntermediate router addresses do not appear in header
e Header size
— Almost no Internet datagrams contain options

— Therefore header length is usually 20 octets
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|Pv6 Header Arrangement

e Multiple headers used: base plus zero or more extension(s)

- optional ——»

Base Extension Extension

Header [ —— e Header N Payload (Data)

e Thefigureis not to scale: extension headers and/or the
payload can be much larger than the base header
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| Pv6 Base Header Format

12 16 24

31

VERS

TRAFFIC CLASS

FLOW LABEL

PAYLOAD LENGTH

NEXT HEADER

HOP LIMIT

SOURCE ADDRESS

DESTINATION ADDRESS

e Flow Label field allows datagram to be associated with a

flow
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| dentifying Headers

e Each header contains a NEXT HEADER field

e Value specifies the type of the next item

e Each layer 4 protocol (UDP, TCP, etc) Is also assigned a
type
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Example Use Of Next Header Field

e |llustration of headers when a datagram contains a base

header and transport protocol

Base Header
NEXT=TCP

TCP Data

e |llustration of headers when a datagram also contains an
optional route header

Base Header
NEXT=ROUTE

Route Header
NEXT=TCP

TCP Data
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The Size Of An Extension Header

e Fixed length headers

— Sizeis specified in the standards document
— Protocol software contains size constant

e Variable length headers
— Size is determined by sender

— Header contains an explicit length field

0 8 16 31

NEXT HEADER HEADER LEN

ONE OR MORE OPTIONS
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Consequences For Packet Processing

e Consider a host or router that receives an IPv6 datagram
e The datagram contains a set of extension headers
e Each extension header can contain an explicit length field

e To parse the datagram, |P software must iterate through
headers

e Conclusion: processing IPv6 can entall extra overhead
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Datagram Forwarding



Internet Communication Paradigm

e Each datagram handled independently
e Datagram formed on source computer
e Source sends datagram to nearest router

e Router forwards datagram to next router along path to
destination

e Final router delivers datagram to destination

e Datagram passes across a single physical network at each
step
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Datagram Forwarding

e Performed by initial host and each router along path
e Selects next hop for the datagram as either

— Next router along the path

— Ultimate destination
e Uses aforwarding table with one entry per network

e |mportant point: size of forwarding table proportional to
number of networks in the Internet
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Forwarding Table Entry

e Uses |P addresses only (no MAC addresses)
e Contains
— Destination network IP prefix
— Address mask for the destination network
— |P address of next hop
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lllustration Of An IPv4 Forwarding Table

router R, router R, router R,

30.(1.0.7 / 40.(1.0.8 / 128.11.0.9/

< 30000/8 —O— 40, 0. 0. 0/8 —0— 128, 1 o 0/16 ——" 192, 4 1o 0/24>

- |

40.0.0.7 128.1.0.8 192.4.10.9
()

Destination Mask Next Hop
30.0.0.0 255.0.0.0 40.0.0.7
40.0.0.0 255.0.0.0 deliver direct
128.1.0.0 255.255.0.0 deliver direct

192.4.10.0 255.255.255.0 128.1.0.9

(b)

e |n practice, table usually contains a default entry
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Prefix Extraction

e [Forwarding paradigm
— Use network prefix when forwarding
— Use host when delivering

e Conceptual forwarding step

— Compare destination in each forwarding table entry with
datagram’ s destination address, D

— During comparison, only examine network prefix

e Note: mask in forwarding table makes comparison efficient

If ((MasK[i] & D) == Destination[i] ) forward to NextHop]i];
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L ongest Prefix Match

e (lasdess addressing means forwarding table entries can be
ambiguous

e Example: consider destination 128.10.2.3 and atable that
Includes the following two entries:

128.10.0.0/16 next hop A
128.10.2.0/24 next hop B

e The destination matches both of them!

e Solution: select the match that has the longest prefix (in the
example, take next hop B)

e Known as longest prefix match
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Datagram Encapsulation

e Needed because underlying network hardware does not
understand datagrams

e Entire datagram travels in payload area of frame

Frame Header Frame Payload

e Frame header contains MAC address of next hop

e Frame only used for trip across one network: when frame
arrives at next hop, datagram is extracted and frame is
discarded

e Datagram remains intact end-to-end
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Illustration Of Encapsulation

== Source host | datagram

|

o R N

Q Net 1 ) Frame Hdr 1 | datagram
SN :
ﬁ Router 1 | datagram
QD Frame Hrd 2 | datagram
ﬁ Router 2 | datagram

<  Net3 /;)> Frame Hdr 3 | datagram

Destination host | datagram
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Semantics Of Internet Communication

e |P uses best effort delivery semantics

e |P attempts to deliver each datagram, but specifies that a
datagram can be

L ost

Duplicated

Delayed

Delivered out-of-order

Ddivered with bits scrambled

e Motivation: accommodate any underlying network

e Note: in practice, |P works and it works well
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MTU And Network Heter ogeneity

e Each network technology specifies a Maximum Transfer
Unit (MTU) that is the largest amount of data that can be
sent in a packet

e Example: Ethernet MTU is 1500 octets
e Datagram can be as large as the network MTU

e Consider a 1500-octet datagram set from H; to H» in the
following network

H, R H,

pte C NG {(HESASY), @ Net 2 (MTU=1000) e

e Datagram can reach router R, but cannot traverse Net 2
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Datagram Fragmentation

e Technique for accommodating heterogeneous MTUS
e Needed if datagram exceeds MTU

e Original datagram divided into smaller datagrams called
fragments

e Header of fragment derived from original datagram header
e Each fragment is forwarded independently

e |Pv4 allows routers to perform fragmentation

e |Pv6 reguires sending host to perform fragmentation

e |mportant principle for both IPv4 and | Pv6:

The ultimate destination reassembles fragments.
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The General Idea Of Fragmentation

e Divide the payload into a series of datagrams

IP Header

original datagram payload

|

J\-

T 7

Y Y

s

A

~

A

Y

e

IP Hdr 1

payload 1

IP Hdr 2 payload 2

IP Hdr 3

e Note: the taill fragment may be smaller than the others
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| Pv4 Fragmentation Details

e Datagram header contains fixed fields that control
fragmentation

e A hit in FLAGS field specifies whether given datagram is a
fragment or complete datagram

e An additional FLAGS bit specifies whether the fragment
carries the tall of the original datagram

e OFF&ET field specifies where the payload belongs in the
original datagram
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| Pv6 Fragmentation Details

e Always performed by source, never by routers

e Rule: no header changes as an | Pv6 datagram traverses the
|nternet

e Consequences
— Source must discover path MTU

— Separate extension header contains fragmentation
Information (same items as |Pv4)

e Fragmentable part of datagram may include some extension
headers
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lllustration of |Pv6 Fragmentation

>‘<— P, —»

Unfragmentable
Part

(can include headers as well as data)

Fragmentable Part

(@)

Unfragmentable Frag. 1 e
Part Header !
(b)
Unfragmentable Frag. 2 P
Part Header z
(c)
Unfragmentable Frag. 3 P
Part Header ¢

(d)

e A datagram (a) divided into fragments (b through d)
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Collecting Fragments

e Destination collects incoming fragments
e |DENTIFICATION field used to group related fragments

e OFFSET field allows receiver to recreate the original
payload

e | AST FRAGMENT bit allows receiver to know when all
fragments have arrived

e |f afragment failsto arrive within a timeout period, entire
datagram is discarded

e Note: if an IPv4 fragment is divided into subfragments,
reassembly does not require reassembling subfragments
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Address Resolution



Review Of Datagram Transmission

e Host or router has datagram to send

e |P uses longest-prefix match to look up datagram’s
destination address in forwarding table and obtains

— |P address of next hop

— Network over which to send (in case there is more than
one network connection)

e |P encapsulates datagram in frame (entire datagram placed
In payload area of frame)

e |stheresulting frame ready to send to the next hop?

NO!
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Hardware And Protocol Addressing

e Underlying network hardware
— Only understands MAC addresses

— Requires each outgoing frame to contain the MAC
address of the next hop

e |Pforwarding
— Dedls only with (abstract) |P addresses
— Computes the | P address of the next hop

e Conclusion

The IP address of the next hop must be translated to a MAC
address before a frame can be sent.
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Address Resolution
e Trandlates |P address to equivalent MAC address that the
hardware understands
e |Paddressis said to be resolved
e Restricted to asingle physical network at atime

e Example: consider computer X sending to computer Y

= A = £ = i
R Ry B B R, R
J | O
T — - —
= A =7 & =7 =

e A MAC addressis needed at each hop
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An Example With MAC Addresses

— MAC: 3A-12-C9 MAC: 04-CF-47 —
X g =—— P 1581001 IP- 19216801 — = == Y

Vs N e N
\// 128 1000/16 //( \ 10000/8 / \\\ 192 16800/16 D)

MAC: 59-61-33 MAC: 97-27-D3 MAC: 8E-1A-7F MAC: 54-DB-31

IP: 128.10.0.100  IP: 10.0.0.100 IP: 10.0.0.200 IP: 192.168.0.200
Sender NEXT-HOP ~ SRC MAC DST MAC SRC IP DST IP
X 128.10.0.100 3A-12-C9  59-61-33 128.10.0.1 192.168.0.1

R, 10.0.0.200 97-27-D3 8E-1A-7F 128.10.0.1 192.168.0.1
R, 192.168.0.1 54-DB-31 04-CF-47 128.10.0.1 192.168.0.1

e How can ahost or router find the MAC address of the next
hop?
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Address Resolution Protocol (ARP)

e Designed for IPv4 over Ethernet
e Used by two computers on the same physical network

e Allows a computer to find the MAC address of another
computer

e QOperates at layer 2
e Uses network to exchange messages

e Computer seeking an address sends request to which another
replies

Computer Networks and Internets -- Module 5 82 Spring, 2014
Copyright 0 2014. All rights reserved.



Example Of ARP Exchange

e Assume
— Four computers attached to an Ethernet
— Computer B has a datagram to send
e Computer B
— Uses forwarding table to find next-hop address | -

— Broadcasts an ARP reguest: “I’m looking for a computer
with IP address | "

e Computer C

— Recelves the reguest and replies; “1I’'m the computer with
|P address | -
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| llustration Of The ARP message Exchange

Ethernet switch Ethernet switch

I L JL ]
= = =
w o X Y z wooxX Y @z

@) (@)

e Request is broadcast to all computers
e Only the intended recipient replies
e Reply Is sent unicast
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ARP M essage For mat

e Sufficiently general to permit

— Arbitrary high-level protocol address

— Arbitrary hardware address

e |n practice, only used with IP and 48-bit Ethernet addresses

0

8

16 24

31

HARDWARE ADDRESS TYPE

PROTOCOL ADDRESS TYPE

HADDR LEN

PADDR LEN OPERATION

SENDER HADDR (first 4 octets)

SENDER HADDR (last 2 octets)

SENDER PADDR (first 2 octets)

SENDER PADDR (last 2 octets)

TARGET HADDR (first 2 octets)

TARGET HADDR (last 4 octets)

TARGET PADDR (all 4 octets)
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ARP Encapsulation

e ARP message is placed in payload area of hardware frame
e When used with Ethernet, type is 0x0806

e Source and destination MAC addresses must be added to
frame header before sending

FRAME
HEADER FRAME PAYLOAD CRC
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ARP Algorithm And Caching

Given:

An incoming ARP request or response
Purpose:

Process the message and update the ARP cache
Method:

Extract sender’s IP address, |, and MAC address, M
If (address | is already in the ARP cache) {

Replace corresponding MAC address with M;
}

If (message is a request and target is “me”) {
Add sender’s entry to the ARP cache providing
no entry exists;
Generate and send a response;

}
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Boundary Between Protocol And MAC Addressing

e ARP isolates hardware addresses, allowing layers above to

Application

Transport

use only IP
IP addresses
used
MAC addresses

used

address resolution

Network Interface
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Thought Problem

e ARP is sometimes cited as a security weakness

e |f someone gains access to a given network, how can they
exploit ARP to intercept packets?
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Address Binding With 1Pv6

e |Pv6 does not use ARP

e |[nstead, |Pv6 defines a new address binding mechanism
known as | Pv6 Neighbor Discovery (IPv6-ND)

e Sends a multicast request to find neighbors

e Polls neighbors periodically, even if no datagrams are being
sent
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Error Reporting Mechanism



|P Error Detection And Reporting

e Recadll that IP allows datagrams to be

L ost
Duplicated
Delayed

Ddlivered out-of-order

e \Why Is error reporting needed?

e Answer: best-effort does not mean “careless’” — the design
IS Intended to tolerate errors in the underlying networks, not
to introduce them

e |P reports problems when they are detected
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General Error Detection

e A variety of basic error detection mechanisms exist

e Examples

Parity bits and other forward error codes can detect
transmission errors

A CRC can detect an incorrect frame

The IP header checksum can detect an incorrect
datagram header

IPsTTL (hop limit) can detect a routing loop

A reassembly timer can detect lost fragments

e Only some types of errors can be reported
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Internet Control Message Protocol (ICM P)

e Required and integral part of IP
e Reports errors back to the original source
e Uses P to carry messages

e Defines many types of messages, each with a specific format
and contents

e [ncludes information messages as well as error reports

e |CMPVv4 and ICMPVv6 share many messages
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Example ICMP M essages

Number Type Purpose
0 Echo Reply Used by the ping program
3 Dest. Unreachable Datagram could not be delivered
5 Redirect Host must change a route
8 Echo Request Used by the ping program
11 Time Exceeded TTL expired or fragments timed out
12 Parameter Problem | IP header is incorrect
30 Traceroute Used by the traceroute program

e Most heavily-used ICMP messages are 8 and O, which are
sent and received by the ping program
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|CMP Encapsulation

e Two levels of encapsulation

— |CMP message encapsulated in an |P datagram

— |P datagram encapsulated in a network frame

ICMP Hdr ICMP Payload

IP Header

IP Payload

Frame Header

Frame Payload
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Example Of An ICMP Error Report

e Host Screates a datagram for destination D
e Ssatsthe TTL to 255 and sends the datagram
e Datagram reaches a loop in the middle of the Internet

e Datagram circulates around the loop until the TTL reaches
ZEro

e Router that decrementsthe TTL to zero
— Sends atype 11 ICMP message to S
— Discards the datagram that caused the problem
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Configuration



Protocol Configuration

e Many items must be set before protocols can be used
— |IP address of each network interface
— Address mask for each network
— Initial values in the forwarding table
e Process is known as protocol configuration
e Usually occurs when operating system boots
e Two basic approaches
— Manual

— Automatic
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Manual Configuration

e Used for IP routers or host that has a permanent |P address
e Manager
— Enters configuration once

— Specifies that the configuration be saved in non-volatile
storage

— Interfaces include Command Line Interface (CLI) and
web

e OS

— Fetches values from non-volatile storage whenever the
device boots
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Automatic Configuration

e Used primarily for hosts
e [nitially created for diskless workstations
e Basicidea
— Use network to obtain configuration information

— Configure protocol software, and then start to run
applications

e A seeming paradox

Automatic configuration requires a computer to
be able to use a network before the computer’s
protocol parameters have been configured.
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Ways To Solve The Paradox

e Uselayer 2 protocols to obtain layer 3 parameters, then use
layer 3 to obtain higher layers

— Historic approach

— Relied on Ethernet broadcast

— One computer on a network responded to requests
e Uselayer 3 to obtain all parameters

— Current approach
— Relies on IP broadcast (1Pv4) or multicast (1Pv6)

— Means routers can forward requests to a remote server
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Dynamic Host Configuration Protocol (DHCP)

e The standard protocol for automatic configuration

e Popular in private enterprises as well as with service
providers

e Host broadcasts/multicasts a request and receives a reply

e Single message exchange allows a host to obtain

An IP address and address mask to use
The IP address of a default router

The address of a DNS server

A DNS name

The location of an image to boot (optional)
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DHCP M essage For mat

e Same message format used for requests and responses

8 16 24

31

OoP

HTYPE HLEN

HOPS

TRANSACTION IDENTIFIER

SECONDS ELAPSED FLAGS

CLIENT IP ADDRESS

YOUR IP ADDRESS

SERVER IP ADDRESS

ROUTER IP ADDRESS

CLIENT HARDWARE ADDRESS (16 OCTETS)

SERVER HOST NAME (64 OCTETS)

BOOT FILE NAME (128 OCTETS)

OPTIONS (VARIABLE)
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DHCP Protocol

e Significant features of the protocol
— Recovers from loss or duplication

— Avoids synchronized flooding of requests after a power-
failure and restart

— Host discovers DHCP server once and caches server
address for future interaction

e Derived from BOOTstrap Protocol (BOOTP), but adds
dynamic address assignment
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Address L ease Paradigm

e DHCP server
— Owns a set of IP addresses
— Chooses an address from the set when a request arrives
— Issues alease for the address for specified time, T
e Client
— Obtains an address and starts a timer for T time units
— Uses the address to communicate

— When the timer expires, reguests the server renew the
lease

— Either receives a renewal and restarts timer or stops
using the address

Computer Networks and Internets -- Module 5 106 Spring, 2014
Copyright 0 2014. All rights reserved.



Thought Problem

e Consider how addresses are assigned

e An ISP using DHCP can choose which IP address to assign
to a customer at a given time

e There are two approaches

— The ISP can remember which address was previousy
assigned to each customer and use the same address

— The ISP can assign addresses at random, meaning the
customer will not retain the same address

e Many ISPs try to change the address frequently
e Why?
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| Pv6 Configuration

e DHCPV6 has been defined, but...

e |Pv6 prefers a new procedure known as

| Pv6 autoconfiguration

e General idea: host can generate an address without using a
server

e Motivation: alow two hosts to communicate without further
Infrastructure
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Steps In | Pv6 Autoconfiguration

e QObtain a network prefix
— Convention is to use a /64 prefix
— Globally-valid prefix can be obtained from a router
— Local-scope prefix created if no router available

e (Generate a unigue suffix

e Verify that no one else on the network Is using the resulting
address
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| Pv6 Autoconfiguration in Practice

e Need a unique host suffix
e [or /64 network, a 64-bit host suffix is needed
e Recommended approach

— Start with MAC address (globally unique, but only 48
bits)

— Create a 64-bhit value

e |EEE standard EUI-64 specifies how 48 bits of an IEEE
MAC address are placed in a 64-bit host suffix
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Network Address Translation
(NAT)



NAT Motivation

e |Pv4 was running out of addresses

e |SPsonly want to limit a customer to one |P address at any
time, but customers want multiple devices to be online

e Engineers invented Network Address Trandation (NAT) as a
way to solve both problems
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NAT Operation

e Conceptualy, NAT device is located between computers at
a site and the rest of the Internet

e Site

— Only needs one globally-valid IP address

— Can have multiple local hosts using the Internet
e |oca host has full Internet access
e Service is transparent

— No change in protocols on local hosts

— No change in protocols on Internet servers
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Conceptual Organization Of NAT

Internet site with
multiple computers

NAT Device

Internet

from the Internet,
Site appears to
be a single host

e NAT issaidto bein-line
e From the Internet, site appears to be a single computer

e From within the site, each computer appears to have an
Independent connection to the Internet
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Addresses Used by NAT

e NAT device runs a DHCP server to hand out |P addresses to

computers at the site

e Addresses assigned are |Pv6 link-local or IPv4 private

Block

Description

10.0.0.0/8

Class A private address block

169.254.0.0/16 | Class B private address block

172.16.0.0/12

16 contiguous Class B blocks

192.168.0.0/16 | 256 contiguous Class C blocks

— NAT trandates source and/or destination addresses in
datagrams that pass between the site and the Internet
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NAT Variants

e Basic NAT
— Only trandlates | P addresses
— Seldom used in practice
e NAPT
— Trandates |P address and transport-layer port numbers
— Most widely-used type of NAT
e Twice NAT
— Works with DNS server

— Provides NAPT plus ability to accept incoming
communication
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Example Of Basic NAT

e SuUppose
— NAT box has globally-valid |P address of 128.210.24.6
— Computer at a Site has private address 192.168.0.1
— Computer contacts Internet site 198.133.219.25

e Resulting trandation is:

SRC =128.210.24.6 SRC =192.168.0.1
DST =198.133.219.25 DST =198.133.219.25
= NAT - ]
to the - )
Internet T 5 eV
SRC =198.133.219.25 SRC =198.133.219.25 /
DST =128.210.24.6 valld ke DST =192.168.0.1 host at site with
128.210.24.6 private address
192.168.0.1
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|mplementation Of NAT

e NAT device kegps an internal translation table

e Table stores trandations for both outgoing and incoming

datagrams

e Valuesfilled in automatically when computer at site first
sends datagram to the Internet

e Trandation table for previous example

Direction Field Old Value New Value
t IP Source 192.168.0.1 128.210.24.6
. IP Destination | 198.133.219.25 | -- no change --
_ IP Source 198.133.219.25 | -- no change --
: IP Destination | 128.210.24.6 192.168.0.1
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Transport-Layer NAT (NAPT)

e Handles TCP, UDP, and ICMP

e Trandates TCP/UDP protocol port numbers as well as IP
addresses

e Permits multiple computers at a site to contact the same
Internet service ssimultaneously without interference

e Examples:
— Two computers at a site download songs from iTunes

— Three computers at a site contact Google simultaneously
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Example Of NAPT Trandation

e SuUppose

— Computers at site have private addresses assigned from
private address block 192.168/ 16

— Two computers at the site each contact TCP port 30000
onh computer 128210.19.20

e NAPT chooses a new port number for each and translates

Dir.

Fields

Old Value

New Value

out

IP SRC:TCP SRC

192.168.0.1:30000

128.10.24.6:40001

out

IP SRC:TCP SRC

192.168.0.2 : 30000

128.10.24.6 : 40002

IP DEST: TCP DEST | 128.10.24.6 :40001

192.168.0.1 : 30000

IP DEST: TCP DEST | 128.10.24.6 :40002

192.168.0.2 : 30000
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NAT In Practice

e Many consumer products have NAT built in
e Examples:

— Cable and DSL modems

— Wireless routers

e Note that most wireless routers provide both wired and
wireless network connections; they provide NAT on all
connections

Internet connection _
l wireless router

J

,_?_\\\ ﬁ
R

~

)

DS or cable modem
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Transport Layer Protocols:
Characteristics And Technigues



What Should A Network Provide?

e One possihility: network centric
— Network offers all services, such as email, web, etc
— Host accesses services
— Network authenticates user, handles reliability
— Know as customer-provider communication

e Another possibility: network provides communication
— Network only transfers packets

— Applications handle everything else, including
reliability, flow control, and authentication

— Known as end-to-end communication
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End-To-End Principle

e [Fundamental concept in the Internet
e Network provides best-effort packet transport
e Endpoints

— Control communication

— Provide al reliability

e Consequence

Some of the most complex protocols in the Internet protocol
suite run in hosts rather than in routers.
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Transport Layer

e |ayer between applications and IP

Application LAYER 5
Transport LAYER 4
Internet LAYER 3
Network Interface LAYER 2
Physical LAYER 1

e Allows multiple applications on a given host to
communicate with applications on other hosts

e Uses |P to carry messages
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Problems A Transport Protocol Can Handle

e Accommodate speed mismatch between sender and receiver
e Detect and recover from datagram loss

e Eliminate duplicate packets

e (Guarantee that messages arrive in order

e Respond to congestion in the Internet

e Prevent delayed packets from being misinterpreted

e Verify that data was not corrupted during transit

e Ensure that each party has agreed to communicate

e Note: agiven transport protocol may not handle all
problems
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Techniques Transport Protocols Use

e Application demultiplexing

— Sender places a value in each outgoing packet that
Identifies an application on the receiving host

— Receiver uses the value to determine which application
should receive the packet

e Fow-control mechanisms
— Receaiver informs sender of acceptable data rate

— Sender limits rate to prevent overrunning the receiver
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Techniques Transport Protocols Use
(continued)

e Congestion control mechanisms

— Recaiver or network informs sender about congestion in
the network

— Sender reduces data rate (packet rate) until congestion
subsides

e Seguence numbers
— Sender places a sequence number in each packet

— Recelver uses the seguence numbers to ensure no
packets are missing and that packets are delivered in the
correct order
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Techniques Transport Protocols Use
(continued)

e Positive acknowledgement with retransmission

— Recelver sends acknowledgement to inform sender when
a packet arrives

— Sender retransmits packet if acknowledgement fails to
arrive within a specified time

e Sliding window

— Instead of transmitting a packet and waiting for an
acknowledgement, a sender transmits K packets and
each time an acknowledgement arrives, transmits another
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Transport Protocols Used In The Internet

e Two primary transport protocols used in the Internet
— User Datagram Protocol (UDP)
— Transmission Control Protocol (TCP)

e Choice determined by application protocol

— Many applications specify the use of a single transport
(e.g., emall transfer uses TCP)

— Some applications allow the use of either (e.g., DNS
gueries can be sent via UDP or TCP)

e Recall: each transport protocol has some surprising
characteristics
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Message Transport With
The User Datagram Protocol



User Datagram Protocol (UDP)

e Used
— During startup
— For VolP and some video applications

e Accounts for less than 10% of Internet traffic

e Blocked by some ISPs
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UDP Characteristics

e End-to-end

e Connectionless communication
e Message-oriented interface

e Best-effort semantics

e Arbitrary interaction

e Operating system independence

e No congestion or flow control
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End-To-End Communication

e UDP provides communication among applications
e Sending UDP

— Accepts outgoing message from application

— Places message in a User Datagram

— Encapsulates User Datagram in an |P datagram and
sends

e Receving UDP

— Accepts incoming User Datagram from |P

— Extracts message and delivers to receiving application
e Note: message is unchanged by the network
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Connectionless Communication

e An application using UDP can
— Send a message to any receiver (universal)
— Send at any time (asynchronous)
— Stop sending at any time (unterminated)

e That is, a sender does not

— Inform the network before sending (i.e., does not
establish a communication channel)

— Inform the other endpoint before sending

— Inform the network or other endpoint that no more
messages will be sent
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M essage-Oriented | nterface

e UDP
— Accepts and delivers messages (blocks of data)

— Does not require all messages to be the same size, but
does define a maximum message size

— Places each outgoing User Datagram in a single IP
datagram for transmission

— Always delivers a complete message to receiving
application

e Sending application must divide outgoing data into

messages; UDP sends what it is given (or reports an error if
the message is too large)
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UDP Message Size

e UDP alows up to 64K octet messages

e Asapractical limit, the size of a User Datagram is limited
by payload area in |P datagram

e Maximum IP payload is 64K octets minus size of IP header

e Therefore, the maximum UDP payload is 64K octets minus
size of |P and UDP headers (usually 64K octets minus 28)

e Application can choose any message size up to the
maximum UDP payload

Computer Networks and Internets -- Module 5 137 Spring, 2014
Copyright 0 2014. All rights reserved.



Large And Small M essages

e What happens if an application sends a 10K octet message?

e The message fits into an IP datagram, but... network frames
have a smaller MTU (typically 1500 octets)

e S0, the result of sending a large message is

IP Fragmentation!

e What happens if an application chooses a small message
size, such as 20 octets?

Inefficiency!
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Choosing An Optimal Message Size

e What size messages should an application send?

e Optimal UDP message sizeis S=M-H
— M isthe path MTU (i.e., minimum MTU on the path)
— Histhe size of IP and UDP headers

e Finding M requires an application to

— Violate layering and obtain forwarding information from
P

— Note: for IPv4, only the local MTU is known

e Bottom line: it may be difficult/ impossible for an
application to compute S
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UDP Semantics

e UDP uses |P for delivery and offers the same semantics!

e UDP packet can be

— Lost

— Duplicated

— Déayed

— Deélivered out of order

— Deélivered with data bits altered

e Note 1. UDP does not introduce such errors; the errors arise
from the underlying networks

e Note 2. UDP does include an optional checksum to protect
the data (but the checksum may be disabled)

Computer Networks and Internets -- Module 5 140 Spring, 2014
Copyright 0 2014. All rights reserved.



Using Best-Effort Semantics

e Questions

— Do best-effort semantics make any sense for
applications?

— Why would a programmer choose UDP?
e Answers

— Retransmitting a lost message does not make sense for
real-time audio and video applications because a
retransmitted packet arrives too late to be used

— Additional real-time protocols can be added to UDP to
handle out-of-order delivery (we will cover later in the
Course)
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Arbitrary Interaction

e UDP permits arbitrary interaction among applications
1-to-1
1-to-many
Many-to-1
Many-to-many

e Application programmer chooses interaction type

e Ability to send a single message to multiple recipients can
be valuable
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Efficient Implementation Of Interaction

Key point: UDP can use | P broadcast or multicast to deliver
messages

Provides efficient delivery to a set of hosts

Example: UDP packet sent to 1Pv4 destination address
255.255.255.255 is delivered to all hosts on the local
network (IPv6 has an all nodes multicast address)

No need for sender to transmit individual copies

Allows application to find a server without knowing the
computer on which the server runs

Broadcast is a significant advantage of UDP over TCP for
some applications
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Operating System | ndependence

e Goadl isto allow applications on heterogeneous computers to
Interact

e Must avoid OS-specific identifiers, such as
— Process IDs
— Task names

e |nstead, create application identifiers that are not derived
from any OS
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UDP Application Identifiers

e 16-bit integer known as UDP protocol port number
e Each application using UDP must obtain a port number
e Sending UDP

— Places a port number in UDP header to identify
destination application on receiving host

— Also includes port number of sending application
e Receving UDP
— Uses value in header to select appropriate application

UDP protocol port numbers are universal across all computers,
and do not depend on the operating system.
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| dentifying An Application

Both sending and receiving applications need a port number

Assignment of port numbers depends on the type of
application

Application that offers a standardized service (server)

— Uses a well-known port number for the service

— Valueis less than 1024

— Example: TFTP service uses UDP port 69

Other applications (client)

— Request a port number from the local operating system
— Value s greater than 49151
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Steps Taken To Contact A Service

e Request an unused local port number from the local
operating system

e Obtain the IP address of the local computer from the
operating system

e | ook up the port number of the service to be contacted

e Obtain the domain name of a computer that runs the service
and map to an |P address

e Form a UDP datagram with a source port field set to the
local port number and the destination port field set to the
port number of the service

e Reguest that the UDP datagram be encapsulated in an |P
datagram and sent using the source and destination |P
addresses obtained above
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Examples Of Well-Known UDP Ports

Port Number Description
0 Reserved (never assigned)
7 Echo
9 Discard
11 Active Users
13 Daytime
15 Network Status Program
17 Quote of the Day
19 Character Generator
37 Time
42 Host Name Server
43 Who Is
53 Domain Name Server
67 BOOTP or DHCP Server
68 BOOTP or DHCP Client
69 Trivial File Transfer
88 Kerberos Security Service
111 Sun Remote Procedure Call
123 Network Time Protocol
161 Simple Network Management Protocol
162 SNMP Traps
514 System Log
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UDP Datagram Format

e Extremely thin layer
e User Datagram is divided into header and payload
e Header contains only 8 octets:

0 16 31

UDP SOURCE PORT UDP DESTINATION PORT

UDP MESSAGE LENGTH UDP CHECKSUM

PAYLOAD (MESSAGE DATA)

e Question: why Is length needed?
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UDP Checksum

e 16-bit 1s-complement checksum

e Coversentire UDP packet, including data (recall: IP does
not checksum the payload)

e |soptional: value of zero means sender did not compute a
checksum

e [ncludes extra pseudo header that contains IP addresses

e Example of I1Pv4 pseudo header:

0 16 31

IP SOURCE ADDRESS

IP DESTINATION ADDRESS

ZERO PROTO UDP LENGTH
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Purpose Of A Pseudo Header

e Recelver can verify that message arrived at correct computer
as well as correct application on that computer

e Conseguence for NAT: if it changes the IP source or
destination address, NAT must recompute UDP checksum

e Note: pseudo headers provide another example of layering
violations
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UDP Encapsulation

e User Datagram travels in | P datagram

e Two levels of encapsulation occur

UDP Hdr

UDP Payload

IP Header

IP Payload

Frame Header

Frame Payload

e Note: the message the application places in the UDP
Payload field may also have header and payload fields
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Transmission Control Protocol
(Stream Transport)



Transmission Control Protocol (TCP)

e The primary transport-layer protocol used in the Internet

e Accounts for about 90% of all Internet traffic (some
estimates are higher)

e Providesreiability

e Appeds to programmers
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TCP Characteristics

e End-to-end communication

e Connection-oriented paradigm
e Point-to-point connections

e Complete reliability

e [Full-duplex communication

e Stream interface

e Reliable connection startup

e Graceful connection shutdown
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End-To-End Communication

e TCP provides communication among pairs of applications

e Allows an application on one host to communicate with an
application on another host

e Permits multiple applications on a given computer to
communicate simultaneously without interference

e Uses protocol port numbers to distinguish among
applications

e Note: TCP ports are completely independent of UDP ports
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End-To-End Principle And Transport Protocols

e Transport protocols operate in end systems, and view the
underlying Internet as a virtual network

Host A communication system Host B
as viewed by TCP
appl. appl.
TCP TCP

IP router IP
net iface. P net iface.
net iface.

- ~ T > T | | - ~ - > T
. ( net1 ) J N C net 2 ) J

e |P does not read or interpret TCP packets

e When forwarding datagrams, router only processes layers 1
through 3
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TCP Protocol Port Numbers

e 16-bit integers used to identify applications
e Each application needs a port number

e TCP well-known port assignments are independent of UDP
assignments

e However, to help humans, the same value chosen if service
available via either transport

e Examples

— Both UDP and TCP assign port 53 to the Domain Name
System (DNS)

— Both UDP and TCP assign port 7 to the echo service
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Protocol Ports, The Four-Tuple, And Flows

e Key concept: because a TCP connection corresponds to a
pair of endpoints, the connection is identified by four items

| P source address
TCP source port

| P destination address
TCP destination port

e Commonly called the four-tuple

e Explains how an application such as a web server can
communicate with multiple clients at the same time

e |nterestingly, more than four values must be extracted from
a frame to identify a TCP flow
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TCP’s Connection-Oriented Paradigm

e Anaogous to atelephone call

e Pair of applications must
— Establish a TCP connection before communicating
— Terminate the connection when finished

e |mportant insights

— A TCP connection is virtual because only the two
endpoints know a connection is in place

— TCP does not have keep-alive messages. no packets are
exchanged unless applications are sending data
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Limited Interaction

e A TCP connection only provides communication between a
pair of applications

e Known as a point-to-point communication
e TCP connection does not support
— Reception from an arbitrary set senders
— Multi-point connections with more than two endpoints

— Broadcast or multicast delivery
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The TCP Redliability Guarantee

e TCP provides full reliability

e Compensates for
— Loss
— Duplication
— Dédlivery out of order

e Does so without overloading the underlying networks and
routers

e TCP makes the following guarantee

Data will be delivered or sender will (eventually) be notified.
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TCP Rdliability

e Uses timeout-and-retransmission

e Recelver returns an acknowledgement (ACK) to sender
when data arrives

e Sender walits for acknowledgement and retransmits data if
no acknowledgement arrives
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| llustration Of TCP Retransmission

Events at Host 1 Events at Host 2

send message 1 —
\-— receive message 1
— send ack 1
receive ack 1 —4 
send message 2 —
\-— receive message 2
— send ack 2
receive ack 2 —4 

send message 3 T

L . packet |ost
retransmission timer expires —|

retransmit message 3 —
 —— receive message 3
‘/— send ack 3
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Why TCP Retransmission Is Hard

e TCP designed for Internet
— Round-trip delays differ among connections
— Round-trip delays vary over time
e \Waiting too long introduces unnecessary delay
e Not waiting long enough sends unnecessary copies

e Key to TCP s success. adaptive retransmission
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Milliseconds RTT

How Bad Is The Internet?
e |nthe old days: delays in seconds, high variability
e Now: delays in seconds, high variability

10000

9000

8000

7000

6000

5000

4000

3000

2000

1000

sz
2

to California, 2009

Spring, 2014
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Adaptive Retransmission

e Continually estimate round-trip time of each connection
e Set retransmission timer from round-trip estimate

e |llustration of timeout on two connections:

est 1 > .
— T
\ est 1
_<—/J
est 2 ]
\>
/ est 2
— _4,/
timeout T
i : T ' — packet |ost
! mleou packet |ost
v v v v
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Review Of Siding Window

e Transport protocols use sliding window mechanism

e |deaisto send multiple packets before waiting for an
acknowledgment

e Window size isrelatively small (tens of packets, not
millions)

e Motivation is to increase throughput
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lllustration Of TCP’s Sliding Window

window
12 {11 |10 | 9 8 7 6 5 4 3 2 1
initial position
still unsent already acknowledged
p A . window N
12 {11 |10 | 9 8 7 6 5 4 3 2 1
intermediate position \
window moves as
acknowledgements arrive
window

12 {11 | 10 | 9 8 7 6 5 4 3 2 1
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How Sliding Window I mproves Data Rate

host 1 host 2 host 1 host 2

packet — send
T R
_ se?(d pac send
- e | B four
packet — acks
\ send done — 4 

stop-and-go ! ’ sliding window

e Window size of K improves data rate by a factor of K
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TCP Flow Control And TCP Window

e Flow control mechanism coordinates data being sent with
receiver’s speed

e PBuffer size used instead of data rate
e Receiver tells sender size of initial buffer
e Each acknowledgement specifies space remaining in buffer

e Known as window advertisement
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| llustration

Sender Events

send data octets 1-1000
send data octets 1001-2000
send data octets 2001-2500

receive ack for 1000
receive ack for 2000
receive ack for 2500

send data octets 2501-3500
send data octets 3501-4500

receive ack for 3500
receive ack for 4500

receive ack for 4500
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Receiver Events

advertise window=2500

ack up to 1000, window=1500
ack up to 2000, window=500
ack up to 2500, window=0

application reads 2000 octets
ack up to 2500, window=2000

ack up to 3500, window=1000
ack up to 4500, window=0

application reads 1000 octets
ack up to 4500, window=1000
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TCP Congestion Control And Slow Start

e TCP usesloss or changes in delay to infer congestion in the
network

e \When congestion Is detected, sending TCP temporarily
reduces the size of the window

e When apacket islost, TCP temporarily reduces the effective
window to one half its current value

e | ater, TCP slowly increases the window again

e Congestion avoidance also used when a connection starts
— Temporarily use a window size of one segment
— Double the window size when ACK arrives

— Known as slow start
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Full-Duplex Communication

e TCP connection between A and B provides two independent
data streams, one from A to B and the other from B to A

e FEachsde

Has a receive buffer
Advertises a window size for incoming data
Uses sequence numbers to number outgoing data bytes

| mplements timeout-and-retransmission for data it sends

e Application can choose to shut down communication in one
direction
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Full-Duplex Communication
(continued)

Each TCP packet contains fields for both forward and
reverse data streams

— Seguence number for data being sent in the forward
direction

— Acknowledgement number for data that has been
received
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Stream I nterface

e After connection is established, TCP accepts a
stream of data bytes from the sending application and
transfers them

e Sending application can choose amount of data to pass on
each request

e Surprise: TCP decides how to group bytes into packets
e Known as stream interface

e (Conseguence

Data may be passed to a receiving application in chunks that
differ from the chunks that the sending application generated.
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Connection Startup And Shutdown

e Difficult problem
e Packets can be
— Lost
— Duplicated
— Delayed
— Ddlivered out-of-order
e Either end can crash and reboot

e Need to know that both sides have agreed to start/ terminate
the connection
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Reliable Connection Startup

e TCP guarantees reliable connection startup that avoids
replay problems

e Performed with 3-way handshake

Events at Host 1 Events at Host 2

\— receive SYN
L send SYN + ACK
receive SYN + ACK —/
send ACK —
\— receive ACK

send SYN —

e Each side chooses starting sequence number at random
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Graceful Connection Shutdown

e Analogous to 3-way handshake for startup

e Guarantees no ambiguity about connection termination

Events at Host 1 _ Events at Host 2

\— receive FIN + ACK
L — send FIN + ACK
receive FIN + ACK —/
send ACK —
\— receive ACK

send FIN + ACK —]
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TCP Segment Format

e TCP packet Is called a segment

e Segment is encapsulated in |P for transmission

e Single format used for SYNSs, FINs, ACKs, and data

4

10

16 24 31
SOURCE PORT DESTINATION PORT

SEQUENCE NUMBER

ACKNOWLEDGEMENT NUMBER

HLEN NOT USED CODE BITS WINDOW
CHECKSUM URGENT POINTER
OPTIONS (if any)
BEGINNING OF DATA
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Routing Algorithms
And Routing Protocols



Historical Perspective

e Computing in the 1960s
— Mainframes
— Batch processing with punched cards
— Usually one computer per organization
e Computing in the 1970s
— Minicomputers
— A few computers per organization

— Dumb terminals

Computer Networks and Internets -- Module 5 182 Spring, 2014
Copyright 0 2014. All rights reserved.



Traditional Wide Area Networks

e Developed during 1960s mainframe era
e Predate

— LANS

— PCs
e Basic motivation

— Interconnect mainframe at one site to mainframes at
other sites

— Allow resource sharing

e First to employ dynamic routing

Computer Networks and Internets -- Module 5 183 Spring, 2014
Copyright 0 2014. All rights reserved.



Traditional WAN Architecture

e Dedicated device known as packet switch placed at each site
e Packet switch provides

— Local connections for host computer(s) at the site

— Long-distance connections to other sites
e Connection among sites

— Leased digital circuits

— Leased raw copper or fiber with customer supplying
modems
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Packet Switch Used In Traditional WAN

e Specia-purpose, stand-alone device
e Dedicated to packet forwarding
e Small computer with

— Processor

— Memory

— Program on stable storage

— 1/ O interfaces
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Conceptual View Of Traditional Packet Switch

I/O interfaces 1/O interfaces
for local computers for remote sites leased circuits
packet switch to remote
local | \ Sites
computers

\

\7“ /\/ e \A

4 )

|

processor

N\ J
| |

—L memory

e Memory needed to store packets
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Store And Forward Paradigm

e Key paradigm used in packet switching
e QOperation

— Interface hardware places each arriving packet in a
gueue in memory

— Processor continually removes next packet from the
gueue and forwards toward its destination

e Motivation: memory is a buffer that accommodates a short
burst of packets that arrive back-to-back

Important point: packet traffic tends to be bursty.
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Example Of Traditional WAN Architecture

e Packet switch at each site connects to other sites

e Circuits accommodate traffic and desired robustness

N q
% packet

q switch
q at

] 1 sitel
P=—=

O 10O O 0O

each computer
connectsto a

I I i N o I |

packet switch

packet
switch
at site 3

\
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Traditional WAN Addressing

e Hierarchical model analogous to Internet addressing

e Conceptual two-level hierarchy

(site, computer at the site)

e |n practice, one packet switch per site and K connections for
local computers means the address hierarchy Is:

( packet switch, local connection on the switch)
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lllustration Of Traditional WAN Addressing

1)—[=ﬂ address is [2,1]

— qa 0 g =
i L1 2D
address is [1,2] = ,2 packet | d packet 5}
43 switch switch
e T S § T2
address is [1,5] L | 5 5D —
[13] = ds D = 63_1@| address is [2,6]

e Thetwo parts of an address are combined to form a single
binary number
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Next-Hop Forwarding

e Analogousto IP datagram forwarding
e Each packet contains a destination address

e Forwarding uses only the packet switch portion of an
address; delivery uses the rest of the address

e |f packet has reached the destination packet switch, deliver
to locally-connected computer

e Otherwise, forward to another packet switch that is closer to
the destination site
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Algorithm For Packet Forwarding

Given:
An incoming packet arriving at a packet switch

Perform:
The next-hop forwarding step

Method:

Extract the destination address from the packet and
divide into packet switch, P, and computer, C;
If (P Isthe same as “my” packet switch number) {
Deliver the packet to local computer C;
} else {
Use P to select a next hop, and forward the packet
over the selected link to the next hop;

Computer Networks and Internets -- Module 5 192 Spring, 2014
Copyright 0 2014. All rights reserved.




WAN Forwarding Table

e Anaogousto IP forwarding table

e Each entry in table refers to a switch, not an individual

computer

interface 1

interface 4
— a] g ! ]
. ) [3,2
[1,2] £—< packet | d packet 3_‘@ [3.2]
E switch sw\i?tch g
— 1 u] 0 ]
1,5 L1 D— ) [3,5]
[ ] EP . H 0 0 0 0 a S @
packet
switch 2

g Do

Example WAN with three packet switches
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to reach send to
switch 1 interface 1
switch 2 local delivery
switch 3 interface 4

Forwarding table for switch 2
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Modern WAN Architecture

e Uses IP technology

e Router at site has

— Loca connections to networks at the site

— Long-distance connections to routers at other sites

e Typical use: connect all sites of an organization
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| llustration Of Modern WAN Connections

LAN (e.g., Ethernet) Router

I

e E
[

k

connections
to other sites

local computers

e Uses conventiona |IP router
e Typica remote connection is a leased data circuit

e Router can also provide connection to the Internet
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Routing Algorithms
And Internet Routing



Constructing A Forwarding Table

e Two basic approaches
e Static routing

— Used In Internet hosts

— Entries inserted when system boots and do not change
e Dynamic routing

— Used in packet switches and | P routers

— Initial entries inserted when system boots

— Routing software continually monitors network,
computes shortest paths, and updates forwarding table
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Static Routing

e Used in most hosts

e Only K+1 entries in forwarding table if host has K network
connections

e K entries, one per network connection
— |P prefix for the network
— Address mask for the network
— Interface for the network
e Fina entry: default route
— default IP router address

— Interface for the default router
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Dynamic Routing

e Routing Software

— Runs on each packet switch or router

— Computes shortest paths and installs entries in local
forwarding table

e Models the network as a graph

.
-
==

{17 1 2 {1 < nodes edges or links
1 P ; ==

Equivalent graph

3 4
Sd oo
& & == ==
Example WAN
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Example Graph And Next-Hop Forwarding Tables

O ()
(&) ()

to send to send to send to send

reach over reach over reach over reach over
1 — 1 (2,3) 1 (3,1) 1 (4,3)
2 (1,3) 2 = 2 (3,2) 2 (4,2)
3 (1,3) 3 (2,3) 3 — 3 (4,3)
4 (1,3) 4 (2,4) 4 (3,4) 4 -

node 1 node 2 node 3 node 4
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Dynamic Routing

e Goas

— Consistent, optimal routes

— Automatic route change to accommodate failures
e Each node (packet switch or router) participates

e Routing software on a node exchanges information with
routing software on other nodes

e Distributed computation

e Two basic agorithms employed
— Distance-Vector (DV)
— Link-State Routing (LSR)
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Distance-Vector (DV) Routing

e Approach used in many early routing protocols
e Also known as Bellman Ford
e Node

— Receaives information from neighbors

— Combines information from all neighbors with local
Information

— Sends copy of processed information to all neighbors
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How DV Works

e A participant periodically sends route advertisement to each
neighbor

e Advertisement specifies reachable sites and distance to each

| can reach site X, and its distance from meis'Y.
| can reach site Z, and its distance from me is W.

e Neighbor receives advertisement and updates its forwarding
table

e |n next round, neighbors each send advertisements to their
neighbors
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Distance-Vector Algorithm

e Used when advertisement arrives
e [Examine each item in advertisement

— If neighbor can reach site X and | cannot, add an entry
to my forwarding table for X with the neighbor as the
next hop

— If | already have aroute to X with the neighbor as the
next hop, replace the distance in the route with the
advertised distance

— If | have aroute to X that is more expensive than going
through the neighbor, change the next hop to the
neighbor
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Measuring The Distance Of A Route

e Possible measures
— Hops
— Deay
—  Throughput
— Economic or administrative cost

e Many protocols use hops, but routing software often permits
a manager to assign administrative hop counts
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Link-State Routing (L SR)

e Chief dternative to distance-vector
e Each node

— Sends link status information

— Computes shortest paths independently

— Does not rely on computation performed by others
e Name

— Formal name is Link-Sate or Link-Satus Routing

— Also called Shortest Path First (SPF), a somewhat
misleading term derived from underlying algorithm
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How LSR Works

e Each pair of directly-connected nodes periodically
— Tests connection between them

— Broadcasts one of the following messages:

The link between X and Y is up.

or
The link between X and Y iIs down.

e Each node

— Caoallects incoming broadcast messages and creates a
graph

— Uses Dijkstra’ s SPF algorithm to compute a forwarding
table (see text for detalls and example)
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Review Of Internet Forwarding

e Hosts
— Use static routing

— Entries placed in forwarding table when system boots
and remain unchanged

e Routers
— Use dynamic routing

— Initial entries placed in forwarding table when system
boots and routing software updates entries continually
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Example Of Host Routing

Ethernet 128.10.0.0/16

Router R,
P J \\ >
[ ) /j |
‘; \I ‘ ‘I ‘ ‘ router address
=7 = = b0 to rest of
Internet
hosts on a network
Net Mask Next hop
128.10.0.0 255.255.0.0 direct
default 0.0.0.0 128.10.0.100

forwarding table in each host

e Next hop in default route is known as a default router
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Why Dynamic Internet Routing |s Needed

e Router
— Only has direct connections to a few networks

— Must know how to forward datagram to arbitrary

destination
e

e Example

P

" network 1 ) " network 2 )

e Router Ry must learn about network 2 and R, must learn
about network 1

210 Spring, 2014
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|mportant Principle

No single routing protocol can be used across the entire
Internet because the overhead is too high.
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Autonomous System Concept

Internet divided into a set of routing domains
Each routing domain is

— Known as an autonomous system (AS)

— Assigned a unique number

Generally, an AS Is a contiguous set of routers and networks
under one administrative authority

No exact definition; think of alarge ISP or alarge
corporation

AS gathers and summarizes routing information before
passing it to another AS
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Two Types Of Internet Routing Protocols

e |[nterior Gateway Protocols (1GPs)

— Used within an autonomous system

— Choice of IGP Iis made by each AS

— Relatively easy to install and manage
e Exterior Gateway Protocols (EGPs)

— Used between autonomous systems

— More complex to install and configure

— Include policy constraints that control which information
IS revealed
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| llustration Of |GPs and EGPs

EGP used

Autonomous
System 2

Autonomous
System 1

e Because metrics used in each AS may differ, direct
comparison is impossible
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Principle Of Route And Data Flow

e Dataflows in opposite direction of routes

e Example: I1SP; advertises route to customer Q and receives
traffic for customer Q

Routes for customers
of ISP,

i T U T T Y o o U O W W i
Data to customers
of ISP,
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Internet Routing Protocols



Border Gateway Protocol (BGP)

e Primary Exterior Gateway Protocol used in the Internet

e Used by Tier 1 ISPs at the center of the Internet

e Current version is 4 (BGP-4)

e Characteristics

Provides routing among autonomous systems
Includes provisions for policies

Distinguishes transit routes from terminal routes
Uses reliable transport (TCP)

Sends path information
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| llustration Of BGP Paths

e Modified Distance-Vector protocol
e Advertisement contains a path in place of a distance
e Path lists the autonomous systems to destination

e Example
To reach network X, | send along path Z, Y, W,...
e Path information means receiver can apply policies (e.g.,

receiver can choose to ignore all routes that pass through AS
number N)
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Routing Information Protocol (RIP)

e Among the earliest Interior Gateway Protocols
e Characteristics
— Distance-Vector that uses hop-count metric
— Sent over UDP (unreliable transport)
— Advertises CIDR prefixes
— Includes facility for default route propagation
— Broadcast or multicast delivery

e Current versionis 2 (RIP2)
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RIP2 Packet Format

0 8 16 24 31
COMMAND (1-5) VERSION (2) MUST BE ZERO
FAMILY OF NET 1 ROUTE TAG FOR NET 1

IP ADDRESS OF NET 1

ADDRESS MASK FOR NET 1

NEXT HOP FOR NET 1

DISTANCE TO NET 1

FAMILY OF NET 2 ROUTE TAG FOR NET 2

IP ADDRESS OF NET 2

ADDRESS MASK FOR NET 2

NEXT HOP FOR NET 2

DISTANCE TO NET 2

e Note: routing protocols run at application layer (layer 5)
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Open Shortest Path First Protocol (OSPF)

e Created by the IETF to be an open standard (reaction to

proprietary protocols)

o Characteristics

Interior Gateway Protocol
Advertises CIDR prefixes
Authenticated message exchange
Can import routes from BGP
Link-state algorithm

Provides for multi-access networks

Divides large network into areas
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lllustration Of An OSPF Graph

Rl RZ
—3-_ >
Rs (7
R,
>
RS 6 R6 6
a network the OSPF graph

e Graph shows a link between each pair of routers even
though some connections cross a shared network
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|ntermediate System - Intermediate System (1S-1S)

e Originaly part of DECNET V protocols
e Uses LSR approach
e [nitialy
— Considered somewhat over featured
— Not widely accepted in the Internet
— Overshadowed by OSPF
e FEventually
— OSPF became complex as features were added

— |SIS started to gain acceptance
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Routing Problems



Where Intuition Fails

e Routing is not like water flowing through pipes or traffic on
highways

— Multi-path routing is difficult

— Capacity can go unused if not along shortest path
e [Fewest hops may not always be best

— Compare two Ethernet hops and one satellite hop

e Routing around congestion is not straightforward, and does
not always yield a big improvement

— Can cause out-of-order packets (TCP reacts)

— Can result in route flapping
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L oops And Convergence

e Routing loop
— Circular routes
— Can be caused If “good news’ flows backward
e Slow convergence (count to infinity) problem arises
— Routes fail to converge after a change

— Can cause a routing loop to persist
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How Good News Can Backwash

e A story with three routers and a network

ne‘\tworkf‘ N —X?j— C I

e |n practice, modern DV protocols employ heuristics that
— Eliminate backflow

— Lock down changes after a failure
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Other Routing Problems

o Black hole

— Routing system sends packets for a set of destinations to
a location where they are silently discarded

— Can be caused If routing update packets are lost
e Route flapping (lack of convergence)
— Routes continue to oscillate

— Can be caused by equal-length paths
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Routing Over head

e Traffic from routing protocols is “overhead”
e Specific cases

— DV advertisements tend to be large

— L SR uses broadcast
e [Fundamental tradeoff

— Decreasing frequency of routing exchanges lowers
overhead

— Increasing frequency of routing exchanges reduces the
time between a faillure and rerouting around the faillure
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Internet Multicast
And Multicast Routing



| Pv4 M ulticast

e Defined early; informally called “Deering multicast”
e Provides Internet-wide multicast dissemination

e Uses IPv4 addresses 224.0.0.0 through 239.255.255.255 (the
original Class D address space)

e |ntheory, any host in the Internet can
— Join or leave any group at any time

— Send a datagram to any group at any time

Internet-wide multicast is not widely deployed
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|Pv6 Multicast

e [Fundamental part of 1Pv6

e |Pv6 prohibits broadcast, but defines multicast groups that
are equivalent

— All routers

— All nodes
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Internet Group Multicast Protocol (IGMP)

e Allowsahost to join or |leave a multicast group
e Restricted to a single network (host talks to local router)

e When first host on a network joins a new group or last host
on a network leaves a group, router(s) on the network
change multicast routes accordingly
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|P Multicast And Ethernet Delivery

e When sending |P multicast across Ethernet
— Can use Ethernet multicast capability

— |P multicast address is mapped to an Ethernet multicast
address

e Problem

— Most interface hardware limits the number of Ethernet
multicast addresses that can be used simultaneously

— Trick: use afew multicast addresses and allow software
to decide how a given packet should be processed
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Multicast Routing Protocols

e Needed to propagate multicast routes throughout the Internet
e Goals

— Ensure all participants in a group receive packets sent to
the group

— Avoid flooding multicast across a network unless a host
IS listening
e General approach
— Form a graph-theoretic tree for each multicast group

— Forward multicast along links of the tree

e Trick: send areqguest for group X toward the “center” of the
Internet until it reaches a router that knows about group X
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Example Multicast Routing Protocols

e Many multicast routing protocols have been proposed

e A few examples

Protocol Type
DVMRP | Configuration-and-Tunneling
CBT Core-Based-Discovery
PIM-SM Core-Based-Discovery
PIM-DM | Flood-And-Prune
MOSPF Link-State (within an organization)
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Summary

e Internet
— Consists of a network of heterogeneous networks
— Separates communication from content and services

— Accommodates arbitrary network technologies and
applications

e |Pv4 uses 32-bit addresses; |Pv6 uses 128-bit addresses
e |nternet packet is known as an IP datagram
e Datagram is encapsulated for transmission

e Fragmentation and reassembly accommodate heterogeneous
MTUSs
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Summary
(continued)

e |Pv4 uses ARP for address resolution and 1Pv6 uses ND

e |CMP (Internet Control Message Protocol) reports errors
back to the original source

e Ping uses ICMP echo request and echo response
e DHCP alows automatic configuration
e NAT hides multiple computers behind a single address

e [nternet follows the end-to-end principle
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Summary
(continued)

e Transport protocols that provide end-to-end service run in
hosts

e |nternet has two main transport protocols

— UDP provides unreliable, connectionless message
delivery

— TCP provides reliable, stream-oriented delivery

e Dynamic routing was created for WANs and is used in the
|nternet

e Two basic approaches
— Distance Vector

— Link State (also called SPF)
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Summary
(continued)

e |[nternet is divided into Autonomous Systems
e EGPs used between Autonomous Systems
e |GPs used within an Autonomous System
e [nternet routing protocols include
— Border Gateway Protocol (BGP)
— Routing Information Protocol (RIP)
— Open Shortest Path First (OSPF)
— Intermediate System-Intermediate System (I1S-1S)

e Multicast routing protocols defined, but are not in wide use
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